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SPAMfighter Domino Module

Introduction

SPAMfighter Domino Module is the easy solution against spam, for the IBM Lotus Domino Server.
The installation and configuration is easy and fast.

This document describes how to install and configure SPAMfighter Domino Module.

Requirements

Lotus Domino Requirements
Lotus Domino 7.0.2 (32-bit)
Lotus Domino 8.0 (32- or 64-bit)
Lotus Domino 8.5 (32- or 64-bit)

Windows Requirements
Microsoft Windows Server 2000 or newer (32- or 64-bit)

Installation procedure

To install SPAMfighter Domino Module, download and run the latest installation file from
SPAMfighter's website:

http://www.spamfighter.com

The actual installation process is as follows:

Welcome screen

Click the "Next >" button to begin installation of SPAMfighter Domino Module.

@ spaMfighter Domino Module 1.0.6.0 - InstallAware o ] 5

Welcome to the SPAMfighter Domino Fodule
installer

This product supports the following versions of Lokus Domino:

Lotus Domino 7.0.2 {52 bit)
Lotus Domino & (32 and 64 bit)
Lotus Domino 8.5 (32 and 64 bit)

< Bk RS p—

License agreement

Please read and accept the license agreement before proceeding by clicking the "Next >"
button.
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=

= m
License Agreement .
Flease carefully read the Fallawing license agreement. S fl ghter

@ SPaMfighter Domino Module 1.0.6.0 - InstallAware Wiz,

SPAMFighter License Agreement j

SPaMFighter Domino Module

Any and all rights to the anti spam product SPAMFighter Domina Module belongs to
SPAMFighter ApS

Mattergaleve] 6, 2.

2400 Kgbenhavn NV
Denmark.

SPAMfighter Domino Module (SDM) hd|

[w I accept the terms of the license agreement :

Inskallaware

< Back | MNext = I Cancel |

Customer Registration

To be able to communicate with the SPAMfighter community spam-filter, and to be able to
provide the best support and service, we need you to register with a valid email-address.

Please fill out the information with the required details. This information is strictly for
SPAMfighter use only - and will never be given to any third party.

@ sPaMfighter Domino Module 1.0.6.0 - InstallAware Wiz o ] |

Customer Registration .
Flease enter information on wourself. S fl ghter

Qrganization:

IMy Organization

Conkact Person:
IJUhn Doe

Email Addrass:

Ijuhn \doe@myorganization. com

Inskallaware

< Back TR pe—

Destination folder

The installer will chose a default location for support-files. The actual module will be
installed in Domino directory and and Domino data directory.

© 2009 SPAMfighter ApS.
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@ sPaMfighter Domino Module 1.0.6.0 - InstallAware Wiz o ] |

Destination Folder .
Select Falder where setup will install files. S fl ghter

Install SPAMFighter Domino Module suppart: files to:

Target Configuration:

Software Yersion: Laotus Doming & (32 bit)
Server Mame: teskdominorSxas
Installation Falder: C:iProgram Files\IBMiLotusiDaming

Inskallaware

< Back | MNext = I Cancel

Installation is ready to begin

To successfully install, your router and smtp-server must be restarted. This is done by the

installer, which will restart the task's when the installation has finished.

@ sPaMfighter Domino Module 1.0.6.0 - InstallAware Wiz o ] |

Ready to configure SPAMfighter Domino
Module

Ta successfully configure SPAMFighter Domina Module it is
necessary ko restart the Lotus Domino SMTP and Router kasks,

¥ Restart Latus Domino SMTP and Router tasks during setup,

< Back Cancel

Installing

The installation only takes a couple of minutes, while the appropriate files are copied to your

Domino directory and Domino data directory.

© 2009 SPAMfighter ApS.



Installation procedure 7

@ SPaMfighter Domino Module 1.0.6.0 - InstallAware Wiz,

o]
Installing SPAMfighter Domino Module .
The program features you selected are being configured. S fl ghter

]| Please wait while the Installaware Wizard installs SPaMfighter Domino
|“‘:‘ Module. This may take several minutes,

Status: nsfschd.exe, 31% complete

Inskallaware

< Back [dext =

Installation completed

The installation has completed. The SPAMfighter Domino Module is automatically started.
Before it will work, you will have to configure the SPAMfighter Notes Application.

@ spamMfighter Domino Module 1.0.6.0 - InstallAware Wiz = =01

Completed the configuration of SPAMfighter
Domino Module

You have successfully completed the Installdware Wizard For
SPaMFighter Domino Module.

Ta close this wizard, click Finish.

< Barck Cance]

3.1 Installation error messages

SPAMfighter Domino Module must be installed on the server where Domino is running. If you get
this error, the installer has detected that your Domino server is not running, and the installation will
stop.

SPAMfighter Domino Module x|
\ij) Lokus Domino is nok running.

As a consequence, it is only possible ko uninstall the product &t this time, Please start Lotus Domino to modify or repair the installation,

If you get this error, your are probably trying to install SPAMfighter Domino Module where you have

© 2009 SPAMfighter ApS.
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your Lotus Notes Client running. SPAMfighter Domino Module must be installed on your running

Domino Server.

SPAMfighter Domine Module Setup Error 3]

'@' Thank you for your interest in SPAMfighter Domine Module!

This is a server product that must be installed on a server running Lotus
Domino,

Please ask your systermn administrator to get your organization spam
protected by installing SPAMfighter Domino Medule or one of our

other products.

Setup cannet continue,

Configuration Application

To access the configuration, open it from Lotus Notes:

Find "SPAMfighter Configuration":

-

Open Application (71|
Look in: b-domino-d01/5P AMfighter, - ﬂ
& Lotus C APl Notes/Domino 8.5 Reference = Open
&2 Lotus C AP Notes/Domina 8.5 User Guide Cancel
& Lotus Notes/Domino Fault Reports ne
@ Lotus Mates/Domino Smart Upgrade Tracking Reports - spamfighter Bookmark...

& Monitoring Corfiguration

& Offline Services —
& oldsfoonf

@ Reports for tb-demino-d01/5P AMfighter
& Server Certificate Admin

& Server Load Setup Agents

& sfeonfnl

@ spamfighter's Certfication Log Br
@ spantighter's Directony

< SPAMfighter Configuration

& th-domino-d01s Log

&2 WeblUser Directory x

File: name: |5ch-,f.n5f Browse.

m

We also suggest that you create a bookmark, for easy access later on:

© 2009 SPAMfighter ApS.



Configuration Application

Add the selection as a bookmark

Addto [

Name IS PAMfighter Configuration

- Bookmark Bar -
@ Applications
@ Databases

= @ Favorte Bookmarks

@ More Bookmarks

As type Iﬁpplicaﬂon ;I

M

&
&

4.1 Dashboard

The Dashboard gives a quick overview of the running SPAMfighter Domino Module.

@ Dashboard

E 3B

Registered to

My Company

John Doe
john.doe@mycompany.com

Databases

Type Databases
SFDOMS5 5

This Week
Today
Sunday
Saturday
Friday
Thursday
Wednesday
Tuesday

About

FHlitered Unfiltered

5 2
Valid to
20:01-2011
Incoming
1
4
8
5

SPAMfighter Domino Module (SDM) 1= the easy-to-uze anti-spam
solution for IEM Lotus Doming Servers in small- and medium-sized

businezzes.

SPAMfighter Domino Module has been developed by SPAMfighter
Ap3. Europe's leading anti-spam company.

Installed Updates

The Dashboard shows the following:

[=r] |"-EaJ—lEJE:|—lE‘
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& Registered to
My Company
Jlohn Doe
john.doe@mycompany.com

The name of the person who has
registered the SPAMfighter Domino

m Databases

The number of databases/users that are filtered or not filtered.

% Type
| SFDOMS

Module.

Databases

E

Rltered Unfiltered
N .

4 i

Valid to

20-01-20M

The productkey, the number of users it allows and the date

IH This Week
Today

Sunday

Saturday

Friday

Thursday

Wednesday

Tuesday

Installed Updates

it expires.

Incoming Spam

— 3 -

L — 9 55—

[ m =

o b

The statistics of incoming and spam for the last seven days.

Date Server Component Version

05-07-2005 03:15  tb-domino-d01/5PAMfighter Domino Module 1.06.0

2506-2005 08:48  tb-domino-d01/SPAMfighter Scanning Engine 3526 (TRUNK X286 RELEASE SRTL)
25-06-2009 08:52  tb-domino-d01/SPAMfighter Scanning Engine 3525 (TRUNK X86 RELEASE SRTL)
04-06-2009 13:39  tb-domino-d01/5PAMfighter Scanning Engine 3524 (TRUNK X86 RELEASE SRTL)
03-06-2005 15:37  tb-domino-d01/SPAMfighter Scanning Engine 2.5.2.3(TRUNK X86 RELEASE SRTL)
03-06-2005 15:37  tb-domino-d01/5PAMfighter Domino Module 1.0511

To refresh the Dashboard, press F5.

The last installed updates.

© 2009 SPAMfighter ApS.



Configuration Application 11

4.2  Configuration

During installation, a default configuration note will be created for you. You can edit the default
configuration note, or create a new. You can have as many configuration notes as you like, but
only of them can be active at one time.

Be careful not to delete all configuration notes. If this happens, the SPAMfighter Domino Module
will not function properly.

DNB‘N BEdit x’_jDelete L,{hEr1tn=.=rr1n&=1.-'~rF'ru:n:ll_lu::tKF.&*_I.f ﬁ_jﬁu:u:u:runt

MName Created
= Defgault 03-06-2009 153719

© 2009 SPAMfighter ApS.
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421

42.1.1

Configuration note

This picture shows the whole configuration note:

[#edt sfgcise & Editdefaultprofie

i:'j.i) SPAMfighter Configuration

This Configuration

Name: Default
This configuration is: |Active x

Spam Protection:

Enabled & Yes
 No

If Spam-probability is: |Medium ~ | & Move to SPAMfighter folder
€ Delete

Language Filter:
Ifthe e-mail is written in one ofthe selected languages:

[ Arabic ~
[] Chinese (Taiwan) B
[1 Danish \i

[ German

[ Greek

[ Finnish

[ French

[ Hebrew

[ kalian

[ Japanese

[ Korean hd

 Bypass spam-ilter
© Move to SPAMfighter folder
€ Delete

Product Updates:

The selected components will be updated atthe specified schedule, if an update is
available

Components:
¥ Scanning Engine (recommended!)

¥ Domino Module (the SMTP- and Router-task will be restarted)

Schedule:
¥ Sunday

[~ Monday

™ Tuesday
[T Wednesday
[~ Thursday
[~ Friday

[~ Saturday

At II]E <)

Logging:

Level: |Debug -

Configuration Note Toolbar

The toolbar gives you the following options:
¢ Edit the current configuration note.

o Close (save & close) the current configuration note.

¢ Edit the default profile.

[ Edit sfglClose (= Editdefault profile

© 2009 SPAMfighter ApS.



Configuration Application 13

4.2.1.2 The Default profile

I:,E, Save & Close

)

Enable spam-filter: . 1
T Off

This is the default filter-setting for new user-imports.

This is where you set whether the spam-filter should be on for new imported users.

4.2.1.3 This Configuration
g-:g This Configuration

Mame: Default
This configuration is: |Active

This is where you can give the configuration note a name, and chose whether it should be active.
By activating it, the previous active configuration will be deactivated.

When you change the active configuration, it will take a while before the new configuration is
reloaded.

4.2.1.4 Spam Protection
___J Spam Protection:

Enabled: & Yes
" Mo

If Spam-probability is: [Medium ' Move to SPAMfighter folder

" Delete

Enabled
If "Enabled" is set to "Yes", incoming mail will be filtered for spam.

Spam-probability

The scanning-engine assigns a spam-probability to each incoming mail-message. You can adjust
the sensitivity or aggression of the filter. To make the filter very sensitive, choose "Very low" and to
make it less sensitive, choose "Very high".

¢ "Move to SPAMfighter folder" will move an incoming email marked as spam, from the users
inbox to a folder named spamfighter. This folder is automatically created.

© 2009 SPAMfighter ApS.
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4215

o "Delete" will remove the email from your system right away. It will not be moved to the trash-

folder, but deleted.

Language Filter

."F:}‘.f,} Language Filter:

If the e-mail is written in one of the selected languages:

Arabic

Danish
German
Greek
Finnish
French

[talian
Japanese
Korean

Chinese (Taiwan)

m

(" Bypass spam-filter
" Move to SPAMfighter folder

" Delete

The scanning engine can detect the language of incoming emails. Using the language-filter, you

have the possibility to decide how specific languages should be dealt with.

If you do not pick any languages, the language-filter will not be used. If you pick one, or more

languages, you can choose one of the following for the chosen languages:

Bypass spam-filter

Even if the email is considered spam, it will not be moved to the spamfighter-folder.

Move to spamfighter-folder

The email will always be considered spam, and moved to the spamfighter-folder.

Delete

The email will be deleted immediately.

© 2009 SPAMfighter ApS.
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4.2.1.6 Automatic software update

The SPAMfighter Domino Module is configured to update itself.

ill‘@ Product Updates:

The selected components will be updated atthe specified schedule, if an update is
available.

Components:
[¥ Scanning Engine (recommended!)

¥ Domino Module (the SMTP- and Router-task will be restarted)

Schedule:
Sunday

<]

Monday
Tuesday
Wednesday
Thursday
Friday

17171 11T

Saturday

At 03 ]

Components
You can choose which component's that should be updated automatically. It is recommended to
choose bhoth the "Scanning Engine" and the "Domino Module".

Schedule

By default the automatic software update will run sunday morning at 03:00. The update system will
look for a new update, and if it finds one it will be installed. During installation the SMTP- and
router-task will be restarted.

You can also always download the newest version from http://www.spamfighter.com.

4.2.1.7 Logging

= Logging:
Level: |Debug |

The default-configuration will set the logging-level to debug, which reports more details about the
operations. Reducing the loglevel will increase performance a tiny bit. We suggest staying at the
debug-level at first.

All log files is saved in your Domino data directory, in the spamfighter-folder. The spamfighter-
folder is created during installation.

New log-files are created at every restart of the Domino Server, or when the Router- or SMTP-
task is restarted.

The size of the logfiles are limited depending on the chosen log-level. When a log-file has reached
it's maximum size, it will start writing to the top of the file again, and overwrite old log-entries.

© 2009 SPAMfighter ApS.



16 SPAMfighter Domino Module

The logfiles will be exported into the Configuration Application, as a copy of the original file. For the

latest and must up-to-date logfiles, please look directly in the spamfighter-folder in your data-
directory.

The SPAMfighter Domino Module will never delete any of the log-files. We suggest you delete old
log-files once in a while.

4.2.2 Account

E:]', Save Egi Close

& Account

Contact * John Doe 4

Organization: " My Company 4

Email: "john.d

UserlD: 9138138

mMyCcompany.com g

Productkey Processed Assigned Message
SGFSM-7JONFP-BABEM-5:
96FSM-7ONFP-BABEM-5;
96FSM-7ONFP-BABEM-5;
96FSM-7ONFP-BABEZ-52
96FSM-7ONFP-BABEM-5;

Productkey iz successfully added
Productkey is successfully added
Productkey is successfully added
Invalid Productkey: 36FSM7OMNFPEABEZS29MMNPH:
Productkey is successfully added

S B % %%

You can change your name, organization and email-address. These information's are send to
spamfighter and is part of your login, along with your user ID.

Below your account-information, you can see the status of any processed or unprocessed Product
Key's.

4.2.3 Enter Product Key

E3

Enter Product Key:
|
| Cancel

The product must be entered exactly as received, with dashes and all.

Entering it, will at this point just make a quick validation and then it will be a saved to a list.

© 2009 SPAMfighter ApS.
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A couple of times each hour, any unprocessed Product Key's will be processed. The result can be
seen on the Account page.

4.3 SenderFilter

The SenderFilter allows you either let emails pass the spam-filter, or have them marked as spam
wthether they are spam or not.

You can user the SenderFilter for both email-addresses, or the domain-part of an email-address.

INew [JEdit L) Delete

Email-address Action

Eidamaillist.dli Evpass spamHfilter for this domain

4.3.1 Add or Edit SenderFilter

1. Enter a complete email-adress, also if you just want to use the SenderFilter on the domain.

2. Choose whether emails from the sending domain or email-address should be either marked, or
let throug.

3. Save & Close.

After adding or editing, it can take a while before the SPAMfighter Domino Module reloads the
entries in the SenderFilter-list.

© 2009 SPAMfighter ApS.
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4.4

Edit jg| Delete 5gg Close

Y  Sender Filter
Email Address: all@idgmaillist dk

Action: © Mark email from this sender as spam
" Bypass spam-ilter for this sender
" Mark email from this domain as spam

¢ Bypass spam-filter for this domain

9 Mark email from this sender as spam
When email is received from the specified email-address, the
message will be marked as spam regardless ofthe email's
content

Bypass spam-filter for this sender
When email is received from the specified email-address, the
message will not be scanned by the scanning engine.

Mark email from this domain as spam

When email is received with a from-address that includes the
specified domain, the message will treated as ifitwas spam
regardless ofthe message's content

Bypass spam-filter for this domain

When email is received with a from-address that includes the
specified domain, the message will not be scanned by the
Scanning Engine.

Email format

You can input an email-addres in either RFC 822 (eg. "Streitfeld,
Sara (Miami)" <SStreitfeld@gazette com=) or RFC 821 (eg.
SStreitfeld@gazette.com) Address Format

Syntax |brllabel_email_address

User Management

Users from your directories will automatically be imported to the SPAMfighter Domino Module
Configuration application.

In the list of users, you can pick a user and turn on or turn off the filter for that particular user.

© 2009 SPAMfighter ApS.
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& Tumonfilter &3 Turn off filter
Mame -~ Mailfile ~ Filter
= Person 2
notes client mailinclient nsf v
SYSTEM mail\system nsf 7
|= Databaze 5
Lotus NotesiDomino Fault Reports Indfr.nsf E
CRM System CRMSystem.nsf 2
Lotus MNotes/Domino Smart Upgrade Tracking Reports - spa Indsutr.nsf v
Hotline mailthotline. nsf “
Administration Requests admind.nsf &
I

You can also open a user, and edit the spam-filter.

[ Edit sl Close

& SYSTEM

Enable spam-filter: ¢ On

' Off

45 Logging

The logdfiles reside on the Domino server in the spamfighter-folder in your Domino Directory. They
will be automatically imported in to the SPAMfighter Domino Module Configuration Application. To
be sure you access the latest logfile, we suggest looking directly in the file-system on your

Domino-server.

MName -
= th-dominc-d01/SPAMfighter 170
HTESTLOGFILE 17
Hefemtp 45
H sfzchd 45
H sfrouter 45
H DIAGNOSTIC 13

© 2009 SPAMfighter ApS.




20 SPAMfighter Domino Module

SPAMhghter log
File: SPAMfighter-sfsmtp-20090603153725.log

]

SPAMfighter-sfsmtp-20030603153725 log

451 Events

An event is an action that might require your attention, or will give an explanation as to why
something is not functioning as expected. Some events might be just informational, and does not
enquire that something is actually wrong.

The following list of operations can create an event:

User import

User synchronisation
Productkey assignment
License validity check
Software udates

Login

From the outline you can find the list of events here:

&3 Dashboard
1:? Configurations
&8 Databases
‘-f Sender Filter
!-3 Statistics

H B H

m
m
[
=)
[}

The events are categorized in the following order:

=Servername
= Category
=>Event

© 2009 SPAMfighter ApS.
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@ Delete

21

Date

= th-dominc-d01/SPAMfighter
H User Synchronization

Message ~

H User Import

H Software Updates

H Productiey Assignment
H Lagin

= License validity

Events are saved as regular notes documents.

(This feature was added in v1.0.6.2)

4.6 Statistics

The overview shows statistics in a drill-down-fashion. The statistics are categorized as

=Year and month
=Day
= Server
=>Hour

Each parent-category shows the total of it's "children".

Time Scanned |Incoming (Marked spam
H 2008-07 20 20 g
= 2009-06 5050 5050 1812
= 30-06-2009 ] ] 6
Hih-doming-d01/SPAMfighter ] ] g
= 28-06-2009 707 707 257
= th-domino-d01/SPAMfighter 707 707 257
14 707 707 257
H 24-06-2009 5 5 5
+19-06-2009 2825 2825 1029
H16-06-2009 101 101 100
H12-06-2009 1 1 1
H 10-06-2008 701 701 257
H 09-06-2009 701 701 257
5070 5070 1821

The statistics are saved as a note for each hour. It is possible to delete the statistical notes, but we

advice to delete notes for a whole month at once.

This is the statistics from the users. It is sorted by "Person" and "Database", which is the

© 2009 SPAMfighter ApS.




22 SPAMfighter Domino Module
categories Domino uses in the Directories.
MName -~ Incoming |Spam
= Person 5049 1910
notes client ] ]
SYSTEM 5048 1910
1= Database 0 L
Lotus Motes/Domine Fault Reports o o
Lotus Motes/Domino Smart Upgrade Tracking Reports - spamfighter 0 o
CEM System 0 0
Haotline o o
Administration Requests o o
5048 1910
4.7  Product Key's
You can buy a product key on the spamfighter website. If you have any questions, please contact
the sales department or the support.
Before you enter the productkey for activation, we advice that you turn on the filter for the users
that should be protected by the spam-filter. Also make sure that the number of users with the filter
on, match the number of people that the productkey covers.
If there are more people with the filter on than the productkey allows, the number of people with
the filter on will be automatically adjusted.
4.8 Template file

The Configuration Application is created from a Notes Template File. The template file is copied to
the data-directory during installation.

When upgrading - whether manual or automatically - a new templatefile will be copied to your
system. The template files has a revision-number in the filename, e.g. SFConf001.ntf, SFConf002.
ntf, SFConf003.ntf and so forth.

An existing Configuration Application (SFConf.nsf) will be corrected, so that it uses the most recent
template-file, which is the one with the highest revision-number.

It is safe to delete the old template-files. This is usually only possible when the Domino server is
not running.

If you by accident delete all template-files, you can just reinstall the SPAMfighter Domino Module,
which will recreate the most recent template file on your system.

Note! If you by accident delete the Configuration Application - the SFConf.nsf file - the file and it's
setting will be lost (we advice you to backup the file).

© 2009 SPAMfighter ApS.
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4.9
49.1

5.1

Special settings
Use Names.nsf only

The SPAMfighter Domino Module will try to find all name-address-books in you Domino-
environment. If you only want SPAMfighter Domino Module to look for users in names.nsf, you can
add the following to your notes.ini file:

sdm_use_names_nsf=1
You must restart your Domino server for the change to take effect.

(This feature was added in v1.0.6.2)

Troubleshooting

If you are experiencing problems with your SPAMfighter Domino Module, you might want to try the
following, before you contact the SPAMfighter support.

Are you running the latest version?
Normally the SPAMfighter Domino Module will update itself, if you have configured it to do so.

You can find the latest release and the version-number of the latest release at http://mww.
spamfighter.com/SDM_installing.asp

To fin out which release you have installed, look at the topheader of the SPAMfighter Configuration
Application. To make sure the value is updated, you must quit and reopen the SPAMfighter
Configuration Application (this is because the version-number in the topheader will only be read
once per session). You can also look at the bottom of the dashboard, where you'll find a view
listing all installed updates.

FAQ

Q: How can | manually add users or mail-in-databases?
A: You can not manually add users or mail-in-databases.

Q: Can | delete a user?
A: If you accidently delete a user, he will be reimported.

Q: The dashboard is not up to date?
A: use F5-key to refresh.

Q: Version number in header is showing old version?
A: The values are read from profile-documents, and will be refreshed in the next notes-session.

Q: What happens if | have more users than my Producy Key will allow?
A: If this is the case, the scanning-engin will stop scanning emails. You can always turn off the
filter for some users, until you have upgraded your product.
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Technical Support

To give you the best support and assistance, we need as much information from you as you can
gather for for us.

Log files
The SPAMfighter Domino Module creates a number of log-files. These log-files are created in the

"spamfighter"-folder in you data directory, and later moved in to the SPAMfighter Notes
Application.

NSD Log files

IBM Lotus Domino has a built in crash log tool. This tool produces This tool is called in the event of
an application-crash.

NSF files has the extension .log, and are prefixed "nsd".

You can find NSD Log Files in the "IBM_TECHNICAL_SUPPORT"-folder in the data directory.
Core dumps

In the rare event of a system crash, the system will create a dump of the memory when the
application crashed. This is called a "core dump".

Core dumps have the .dmp extension.

You can find core dumps in the "IBM_TECHNICAL_SUPPORT"-folder in the data directory.

Send your support-questions and relevant files to: sdmsupport@spamfighter.com

Sales

Contact Christian Glud

Email: christian@spamfighter.com
Phone +45 70 22 15 51 (between 9am and 5 pm GMT +1 hour - Copenhagen time)
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