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3 Technology

3.1 Tunneling and Interception
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3.2 Content Classification
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3.2.1 Spam Classification

" ogpmg "
%" % 8 "
#
A # # &
8 % &&" & #
4 % " %
-& #

3.2.2 Virus Classification
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3.2.3 Language Classification
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3.3 Policies and Actions
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3.4 Standards Conformance
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4 |nstallation

4.1 Requirements

4.1.1 Environment
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4.2 Deployment Checklist

&%% &™ " & % "
&" 8"1#5 " " % & "1 " %

4.2.1 Installation

1 < ™ > & =%
|
| 1% & &"

1 < %& C" =%
I 9 " & &"
51" "& % %3 ?
? 1" # #0 1" & #9

4.2.2 Configuration

& "81 4" 9 "

%& D " "%

" % "% " %

4.2.3 Testing

4" "% % "
( 4" % & "8 9 "
" % & & 4"

4" "%

4.2.4 Deployment
4" "% %
52 @ % 4" *
1™ 13 " %% & % % &




4.3 Contents
% 1" % & >

my1oon 9
4" 5 %
4" #9 4T Ty " H 1 %
& #9 PR
4" "o % < =#
J&% % " %8 & % " #
' %8& " ® ®
% % %8 ?
%8& 5 %
& & "
5 %& ® &" B &"
% ® 47 o %
% ® 4" "% & %
% ® & " 4T % %
" & & % * & ;8 "%
% " #1 % "% % & % %& " "
1 nn 8 & 8|I 8 n % n * ’#
H 4" "% & % " % 8 8 "> #
"0 & H 1 ;8% &' "8 &
& "

HKEY_LOCAL_MACHINE\Software\SPAMfighter Filter Serv er#




5 Configuration
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5.1.2 Remote Endpoint
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5.2 Domains and Mailboxes
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5.3 Policies
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5.4 Actions
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5.4.3 Header Insertion

% " "
"% 1 % 1 % 1

% 1 % 7

8 #4

= " < LK K=#

# 8" K
9%& #4

K1™8
% ?

K K

5%

?M 88" NK 1 %"

"% ?M &N % %

%

H " 11"

A" %3" 1 8" %3"

28& " 1 %"

5.4.4 Subject Prefixing

H % 9 %& &8:% 9
8 &8: % #' &8B! %

5.4.5 Dump Message

1™8 1 """

im™8 " & """ "#

' <B& " & & %

9 % #

& &-& " # "

1% &1 & #




5.5 Sender Lists
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5.6 LDAP Recipient Address Validation
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6 Security Considerations

6.1 Relaying
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6.2 Application Level Security
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7 Monitoring and Statistics

7.1 Performance Monitor
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8 Tunneling Details by Example
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8.1.3 Data Interception
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