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Effective spam filtering with SPAMfighter SMTP Anti Spam Server and Merak Mail
Server

This whitepaper describes a “best practice” configuration for SMTP Anti Spam Server when used in conjunction with
Merak Mail Server from Icewarp.

Versions this document applies to
- SPAMfighter SMTP Anti Spam Server 2.2.0-2.3.0

- Merak Mail Server 8.5.0-9

Assumptions

- SPAMfighter SMTP Anti Spam Server will be installed on the same computer running Merak Mail Server. (If
this is not the case, you may still make use of some parts of this document.)

- You have administrative permissions on that computer.

- The computer is using a private, static IP address (not DHCP assigned) and port 25 is being forwarded to it
from a public IP address using some router, firewall or gateway device. (If this is not the case, you may still

make use of some parts of this document.) You have access to the router’s configuration or can have it
reconfigured.

- Incoming mail from the internet is received using the SMTP protocol, not downloaded with ETRN or POP3
(the default).

Conventions

- When asked to “select” or “activate” a button, menu item or list entry, this can usually be done by either
clicking the object using a mouse or other pointing device or by pressing the TAB key until the object in
question is highlighted followed by pressing the space bar.

- ltalic text like this paragraph requires special attention.

- Text in mono-space font like this paragraph illustrates commands or other
text that should be entered into an application-
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Installing SMTP Anti Spam Server

Installing SMTP Anti Spam Server won't interfere with your current setup. The product does not bind to (listen on)
any port until configuration is completed. A reboot is not required by the application itself; however if your computer
is missing a Service Pack or the Microsoft .NET Framework 2.0 Runtime, these components might require a reboot.

1) Logon to the computer using an Administrator account.

2) Download the latest version of SMTP Anti Spam Server here:
http://www.spamfighter.com/SMTP Install.asp

3) Ifyou are running Windows 2000:
- Make sure that the computer has Service Pack 3 or later installed. If you are unsure, visit Windows Update
and install all critical and recommended updates first by clicking here:
http://windowsupdate.microsoft.com/
- Double-click the downloaded file setup.exe to install SMTP Anti Spam Server.

If you are running Windows Server 2003:

- Double-click the downloaded file (setup.exe) to install SMTP Anti Spam Server.

If you are running Windows XP:

- Open a command prompt and navigate to the download directory using the “cd” command, then enter the

following command and press Enter/Return:
setup.exe /v"IGNORE_OS=1"

W WINDOWS' system32 cmd.exe

ro50ft Windows XP [Uersion 5.1.268@1
CC» Copyright 1?85-20H1 Microsoft Corp.

C:=x2cd " Documentz and Settings>Clauz“My Documentsz*Softuware'

C:sDocuments and SettingssClawus“My Documents“Softwarersetup.exe v "IGHORE_0S=1"

C:sDocuments and SettingssClanz“My Documents“Sof tuware

4) Select your preferred language and select “OK”:

Choose Setup Language 5[

@ Select the language far thiz installation from the choices below.

English [United States)

k. I Cancel

5) When this screen appears, enter your contact details and select “Next”. (Are you reinstalling Windows and
SMTP Anti Spam Server or moving your existing installation to another server? In this case it is important to
enter the exact same details as last time to regain your license(s). If you are unsure, just enter your details


http://www.spamfighter.com/SMTP_Install.asp
http://windowsupdate.microsoft.com/
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and continue, then contact our support team at smtpsupport@spamfighter.com after the installation.)
i'-.a SPAMFighter SMTP Anti Spam Seryer 2.3.0

Customer Information

Please enter wour contact informatian,

Company / Organization:

|"|“|:|ur COMPAEnTy nane

Contact Mame:

I"ﬁ:uur nane

Email Address:

I"ﬁ:uurEmaiI.ﬁ.u:Idress@‘muanmain.u:u:um

InstallEhield

< Bach I Mexk = I Zancel I

6) Choose the installation directory (it is recommended to install into the pre-entered directory) and select
“Next”:

fig SPAMfighter SMTP Anti Spam Server 2.3.0 |

Destination Folder

Click. Mext ko inskall ko this Folder, ar click Change ko install to a different Folder,

G Install SParMFighter SMTP &nki Spam Server to:

Z:'\Program Files\SParfighter SMTP Anki Spam Server), Change. .. |

InstallEhield

< Back

Cancel |
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7) Select “Install”:

fig sPaMfighter SMTP Anti Spam Server 2.3.0 X|

Ready to Install the Program

The wizard is ready to begin installation,

Click. Install to begin the installation,

If wou wank to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard.

Imstallshield
< Back Zancel |
8) Select “Finish” to exit the installation:
i'-.a SPAMfighter SMTP Anti Spam Server 2.3.0 X|

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed SPAMFighter
SMTP &nki Spam Server, Click Finish o exit the wizard,

< Bach I Finish I Zance|
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Configuring Windows
The following task has to be completed to setup Windows for SMTP Anti Spam Server:

- Add another local IP address for SMTP Anti Spam Server.

Add another local IP address for SMTP Anti Spam Server
Please note that all numbers and values displayed in the following images are meant as examples only and likely need
to be adapted to your specific network environment.

1) Select “Start” > “Control panel”.
2) If the modern view is displayed, “Switch to classic view” on the upper left.
3) Activate “Network connections”.

4) Right-click the LAN connection to your router or gateway device and select “Properties”:

Enable
Shatus

Create Sharkouk
[Delete

5) Select “Internet Protocol (TCP/IP)” and then “Properties”:

Thiz connection uzes the following items:

E Cliert for Microsoft Networks

O] B N etwark Laad Balancing

.g File and Printer Sharing for Microzoft Metworks
B ¥ |ntemnet Protocol [TCRAR)

Inztall... | rretall |

6) Note the existing IP address(es) and select “Add...”:

Advanced TCP/IP Settings

IP Settings |DN5 | wins | options |

—IP addresses

IP address | Subnet mask,
192,165,100,7 255,255.255.0

Edit... |
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Add a new unoccupied IP address from the same subnet (if you are unsure, consult your network
administrator) and click “Add”:

IP address | Subnek mask
192,168,100,7 255,255,255,0
IF address: | 192 . 168 . 100 . &
o Subnet mask: | 255 . 255 .255 . 0
F

8) Write both IP addresses down — you will need them later.
In the following text we will refer to the example address “192.168.100.8” as the “new IP address” and to the
example address “192.168.100.7” as the “old IP address”.

9) Select “OK” three times.
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Configuring Merak Mail Server
The following tasks have to be completed to setup Merak Mail Server for interopability with SMTP Anti Spam Server:

Unbind Merak Mail Server from the newly added IP address.
— Disable relaying access for the newly added IP address.
— Disable SPF sender filtering (only if previously activated).

- Disable intrusion prevention (only if previously activated).

|n

- Disable “catch-all” functionality (optional, only if previously activated).

1) Start Merak Mail Server Administration by clicking “Start” > “All programs” > “Merak Mail Server” > “Merak
Mail Server Administration”.

Unbind Merak Mail Server from the newly added IP address
We need to prevent Merak Mail Server from listening on the new IP address in order to allow the SMTP Anti Spam
Server to use it.

2) Expand the “System” icon in the tree on your left hand and select “Services”.
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3) Ontheright, select “SMTP”, then activate the “Properties...” button below:

&, Merak Mail Server Administration

J File Options Accounts Help

JQQ@Q&@&%&%Q%@3\

=5 la Merak Mail Server a| |
= Q Domaing & Accounts L | Services

@ M anagerment
ﬁ' Global Settings
- B Policies

El- i3 System "
e onices Running 235433 n
] Looging r:ﬁ [MaP Runring 23:54:33 0
- ? Took r3 wieb / Contral R urning 235433 1}
# if FTP Stapped
P Storage ) r:ﬁ Group are Rurning 2354:37 n
Q Internet Lonnection r:ﬁ Inztant Meszaging Running 23:54:33 1]

ws\'} Certifizates g LOAP Sh:lpped
- ) Advanced

g Mail Service
SMTP Service
{':l"’ SecLrty

General |

Connections

R unning

- Filters
4 ETRN Download
— (&) Anti-Spam
?,, Antiings
-~ 18 web Service
- @y FTP Service
4k Groupware
. 'f] Inztant Meszaging
B L!] Status
----- - ¢ Message Queue

= Challengs Queue Start | Stop | Restart Restart 4l Properties. .
i = Traffic Charts I

4) From the “All Services” dropdown, select the old IP address, then “OK”:

Service £l
Froperties | Ll:nggingl .ﬁ.ccessl Otker I
Mame: SMTP
—Faort
B aszic port; |25 S5L Port: |4I35 Z2nd basic port; ISEE
Al Service
[192.168.100.7 =]

5) With the SMTP service still selected, press “Restart” to restart this service:

e |[F

6) You have now freed the new IP address for use with SMTP Anti Spam Server.

Fiestart All Fro
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Disable relaying access for the newly added IP address
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The relaying list in Merak Mail Server determines which computers may use your connection to send e-mail to

external domains. By default Merak Mail Server won’t relay e-mails for unauthenticated users; however you might
have changed this setting previously in order to simplify client configuration. Because the IP address used by SMTP
Anti Spam Server represents external, unauthenticated clients, it is extremely important to disable relaying access

from the new IP address.

7) Enable the Advanced interface by selecting “Options” > “Interface mode” > “Advanced”:

J File thiu:unsi&n:cu:uunts Help

&, Merak Mail Server Administration

J [a_ Interface rmode

Advanced |

8) Expand the “Mail Service” icon in the tree on your left hand and select “Security”, then switch to the “Anti

Relaying” pane on the right, unless it already is being displayed:

J File Options Accounts Help

& Merak Mail Server Administration

| AW AL X G

NI R

= @ Merak Mail Server

= & Domains & Accounts
‘.} t anagement
F]' Global 5 ettings
& Policies

=1 (39 System

-] Services

:!‘_] Logging

[ d;,’ Tools

\::3' Storage

Q Internet Connection
% Certificates

(,;) Advanced
<@ Mail Service

SMTP Service

SecLity

c:;:.-'

Filters

B

p Security

Anti Fielaying | Protection | Intr
—Anh Relaging———————
= Open relay

{* Clozed relay

v POF befare SMTF [Min):

[~ Reject if originator's domain

—Relay [P

|F Address

127.0.01
132168, 7"
105%#
17216-31.5

9) If the “POP before SMTP” checkbox has a checkmark in front of it, you can skip the rest of this chapter and
jump to “Disable SPF sender filtering”.

10) If “Open relay” is selected, change this to “Closed relay”:

Anti Belaying
" Open relay

% Clozed relay

11) In the list of “Relay IPs”, find the one range which contains the newly added IP address:

—Felay [P

IF Address
127.0.01

10.%%
17216-31.5%
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Following the example the new IP address is “192.168.100.8”, which is contained in the range “192.168.* .*”

selected above. Don’t modify the range yet.

12) Add two or more new ranges by activating the “Add...” button below the list. For example, if all your
computers are located in the range 192.168.100.%*, you will need to add two ranges, which contain all IP

addresses except the newly added IP address:

=
IF Addres
IP Address: I'I 9216810017
k. I Cancel
=
IF Addres
IP Address: I'I 92.168.100.5-255
(] I Cancel

Remember, this is just an example — the actual values to be entered will most likely differ, depending on the

IP addresses in use at your site.

13) After adding the new ranges the “Relay IPs” box might look like this:

FRelaylPs ]

IF Address
127.0.0.1
192168~

10,77
172163177
192.168.100.1-7
192 TRE.100.9-255
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14) Now that we have ensured relaying access for all computers except the IP address previously added to this
server, remove the original range by selecting it and pressing “Delete”:
—Relay IP

IF Addresz
127.0.0.1

192168 *

1055
172.16-31.%7
192.168.100.1-7
192.168.100.9-255

Add... Edi...

iéi]_l!

15) Finally save your changes by activating the “Apply” button at the bottom right.

Disable SPF sender filtering

The Sender Policy Framework (SPF), also known as “Sender ID”, is a technology which prevents phishing attacks from
spoofed, well-known domain names. Due to little industry recognition its current effects are rather scant, and using
SPF and a tunneling filter such as SMTP Anti Spam Server at the same time can prevent legitimate e-mails from being
delivered.

If you previously enabled the SPF functionality in Merak Mail Server (not enabled by default), follow these steps to
disable it:
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16) Select the “Anti-Spam” icon in the tree on your left hand, then switch to the “SpamAssasin” pane on the right,
unless it already is being displayed:

&, Merak Mail Server Administration

J File Options Accounts Help

| AW ALROCPDDPEBITN|O L o
- @ Merak Mail Server (= -

= Q Domains & Accounts @ Antl_spam
p} kd anagement
ﬁ labal Settings
— & Policies

b i35 System

Generall fction  SpamAssassin |5p
—Spambszaszin
¥ Active

@ [nternet Connection
-~ &L Certificates

. [T Services [T Enable Sparmdszassin reporting fu
- ] Logging —General

E-]--.;_g" Tools v Use SFPF [Sender Palicy Framewa
() Storage [T Use SURBL [Spam URI Realime

[T Use Domainkeys

(;) Advanced S pamfizzaszzin configuration file [local.
=<3 MaﬂSSMerTvPllc:; . e
- . FIvICE {* | Report iz added to headers and/a
- 4~ Security
_ Filers " Generate report message [athach d
& ETRM Download = Conwert orginall message to text af
- (3 Anti-Span
- 8 AN

17) Remove the checkmark in front of “Use SPF (Sender Policy Framework)” and activate the “Apply” button at
the bottom right.

Disable intrusion prevention

The intrusion prevention feature in Merak Mail Server allows you to block access from IP addresses with several failed
delivery attempts for a certain time. This functionality is neither useful nor compatible with SMTP Anti Spam Server;
nor is it enabled by default.

If you previously enabled the intrusion prevention functionality in Merak Mail Server, follow these steps to disable it:
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18) Expand the “Mail Service” icon in the tree on your left hand and select “Security”, then switch to the
“Intrusion prevention” pane on the right, unless it already is being displayed:

&, Merak Mail Server Administration

J File Options Accounts Help

AR VL XCHDEBISH|O L o

- @ Merak Mail Server = - :
= Q Dromainz & Accounts (é_) SEGUTIIY
.} M anagement
'."'}' Global Settings

.ﬁ.ntiHeIa_l,lingl Pratection  Intrusion Preventian

ﬂ Policies —Intrusinr.1 Prevventiar
b (3 Sustem I Active
0 Services Murnber of atternpts after which [P address will by
:._] Logging Amount of time for IP address to be blocked [Min
E-]"'f Tools [T Cross session processing
- i Storage :
%A Intemet Connection —ction
% Certificates [+ Refuze blocked IP address
(;' Advanced [T Cloge blocked connection
EH g Mai Service . —Message Size
; SMTF Service [~ Block IP address that exceeds message size
- 4~ Securty
i Arnount of time for [P address to be blocked [bir]

19) Remove the checkmark in front of “Active” and activate the “Apply” button at the bottom right.

Disable “catch-all” functionality (optional)
If you never enabled “catch-all” functionality in Merak Mail Server, jump to “Configuring SMTP Anti Spam Server”.

When a mail server that is responsible for some domain receives mail for an unknown user at that domain (an e-mail
address without a corresponding mailbox) it’s usual action will be to reject that e-mail. Common causes leading to
this scenario are: the sender misspelled the recipient’s address; the sender is a spammer just “trying out” lots of
recipients in the hope of finding a victim; or the recipient’s mailbox has been removed from the system. Most mail
servers including Merak Mail Server (where this functionality isn’t enabled by default though) sport a feature called
“catch-all”. If “catch-all” functionality is enabled for a domain, instead of rejecting mails to unknown recipients the
mail server accepts them and consolidates them into a single mailbox. This can be very useful, especially if there are

III

only few users on the server. In most cases though enabling the “catch-all” feature is counterproductive, as it can

demand lots of bandwidth and increase the number of spam mails received tremendously.

III

If you enabled the “catch-all” feature and your company’s e-mail infrastructure relies on it, don’t change it either.

III

In case you enabled the “catch-all” feature in Merak Mail Server previously, but aren’t using it, we recommend to

follow these steps to disable it:
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20) Expand the “Domains & Accounts” icon in the tree on your left hand and select “Management”, then select
your domain on the right and switch to the “Domain” pane, unless it already is being displayed:

&, Merak Mail Server Administration

J File Opkions Accounts Help

ELIEFEREINRT AR
E}fa berak b ail Server -

E} Q Damains & Accounts T @ Managem

p} Management

ﬁ' Global Settingz
L =

21) Under “Unknown users”, in the “Action” dropdown, change “Forward to email address (Catch-all)” to “Reject
mail”:

—Unknown zer

Action;

E-mail; Ipnstmaster@yuurdnmain.l:l:um |

22) Activate the “Save” button on the upper right:

Iyuurdnmain.cnm

[P IR I =T [ =V VI (=T TRV R I |
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Configuring SMTP Anti Spam Server

The following tasks have to be completed to setup SMTP Anti Spam Server for interopability with Merak Mail Server:
— Establish a tunnel between the new and old IP address.
— Decide on a policy for spam handling.
- Apply the policy to domains.

1) Start the SMTP Anti Spam Server configuration utility by choosing “Start” > “All programs” > “SPAMfighter
SMTP Anti Spam Server” > “Configure Anti Spam Server”.

Establish a tunnel between the new and old IP address
2) Onthe “Tunnels” pane, select “Add” to create a new tunnel:

£ spaMfighter SMTP Anti Spam Server Configuration - 0] x|

Turnels |Du:|mains I Paolicies I Ackions I Sender Lists I LDAP I Service I About I

Add

3) Select the “New tunnel” that appeared in the list.

4) For “Local Address or Hostname”, enter the new IP address you added to the server previously.
For “Remote Address or Hostname”, enter the old IP address used by Merak Mail Server.
Put a checkmark in the “Enable this Tunnel” box and activate the “Apply” button:

—Tunnel Configuration
V¥ Enatle this Turnel
Local Address ar Hoskrarme: Port:
[152.168.100.8 ps -
Remaote Address or Hostname: Port:
[152.168.100.7 ps =] Check
[ Perform walidation using LDAP profile I j

5) If you receive a security warning, confirm it by selecting “Yes”:

SPAMFighter SMTP Anti Spam Server Configuration ﬂ

Caution!
5
L

Please make sure that you have read and understood chapter 6 "Security Considerations” before enabling
this tunnel. IF your mail swskem is not configured in accordance with our recommendations wou might
create an open relay by accident,

If wou are sure you wish to ackive this tunnel, choose "ves",

Yes | Mo I

Decide on a policy for spam handling
SMTP Anti Spam Server enables different scenarios depending on the control you and your users require over filtered
spam mails. Among the possible spam handling actions are:

— Reject delivery (the default)
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— Redirect them to a collection mailbox

— Deliver them to the intended recipient and:
o Insert “SPAM” or other text in the subject
o Insert a header line in the mail
for further sorting in the mail server or mail application.

These “actions” can be applied to one or more “policies” that in turn can be applied to one or more domains and/or
recipients.

In the following steps we will apply the “Default policy”, which is a basic policy configured to reject mails with a high
spam probability. For more information on configuring actions, policies and other advanced features of SMTP Anti
Spam Server please refer to the manual included with your installation or available for separate download here.

Apply the policy to domains

6) On the “Domains” pane, select “Add” to add your first domain:

Ifighter SMTP Anti Spam Seryver Configuration

s Domains | policies | Actions | Sender Lists | LDAP | Service | about |

Elly=

_|=
Policy:

| =

| Femove

Apply

7) Double-click (or select and press F2) the new domain “domain.tld” added to the list, rename it to your real
domain name and press Enter:

Tunnels  Domains IF‘l:uIil:ies I Ackions I Sen

Camains
waurdomain, com| |

8) With the domain still selected, choose the “Default Policy” from the dropdown and activate the “Apply”
button:

FDamains

Policy:
IDeFauIt Palicy j

Apply

After having verified that the setup is working you might want to customize your policy and spam handling actions

further. Please refer to the manual included with your installation or available for separate download here for further
instructions at that time.


http://www.spamfighter.com/download/smtp/manual.pdf
http://www.spamfighter.com/download/smtp/manual.pdf
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Configuring your router, firewall or gateway device
The last step will be to configure your router, so incoming mail from the internet is sent through the tunnel before
being delivered to your Merak Mail Server.

How to do this depends on the hard- and software to use. Usually you would change the port forwarding setting for
port 25 (SMTP) from the old IP address to the new one (following our example, you would change 192.168.100.7 to
192.168.100.8 in the router’s port forwarding configuration). If in doubt, please ask your network administrator or
consult the manuals included with your hard- or software.



	Effective spam filtering with SPAMfighter SMTP Anti Spam Server and Merak Mail Server
	Versions this document applies to
	Assumptions
	Conventions
	Table of Contents

	Installing SMTP Anti Spam Server
	Configuring Windows
	Add another local IP address for SMTP Anti Spam Server

	Configuring Merak Mail Server
	Unbind Merak Mail Server from the newly added IP address
	Disable relaying access for the newly added IP address
	Disable SPF sender filtering
	Disable intrusion prevention
	Disable “catch-all” functionality (optional)

	Configuring SMTP Anti Spam Server
	Establish a tunnel between the new and old IP address
	Decide on a policy for spam handling
	Apply the policy to domains

	Configuring your router, firewall or gateway device

